
Data Processing Agreement (DPA)

This Data Processing Agreement (“DPA”) amends and forms part of the agreement (“Agreement”) between
nihito gmbh (“Company”) and you (“Customer”). This DPA prevails over any conflicting term of the Agreement
regarding data processing.

By registering for or using the nihito platform, the Customer agrees to the terms of this DPA.

Definitions

“Controller”, “Data Subject”, “Personal Data”, “Personal Data Breach”, “Processing”, “Processor”, and “Su-
pervisory Authority” have the meanings given in Swiss data protection law (DSG) and the EU General Data
Protection Regulation (GDPR). “Customer Personal Data” means any data that constitutes Personal Data,
processed by nihito gmbh to provide the Services to the Customer, where the Customer is the Controller.

“Data Protection Law” means all applicable laws regarding privacy, data protection, and data security,
including Swiss DSG and GDPR. “Sub-processor” means a processor engaged by nihito gmbh to process
Customer Personal Data on its behalf.

Subject Matter, Nature, and Purpose

The subject matter of this DPA is the processing of Customer Personal Data, and the purpose is to pro-
vide nihito’s services, including hosting, computation, support, and account management. Details of data
categories and processing activities are set out in Appendix 1.

nihito gmbh processes Customer Personal Data, including uploaded code, models, tools, datasets, and other
user-generated content, solely for the purpose of providing the Services in accordance with the Agreement
and this DPA and does not use such data for its own purposes.

Customer’s Instructions

nihito gmbh will only process Customer Personal Data as documented in this DPA, the Agreement, and Cus-
tomer’s instructions. If nihito gmbh is required by law to process data otherwise, it will inform Customer
unless prohibited by law.

Confidentiality

All personnel authorized to process Customer Personal Data are subject to confidentiality obligations.

Security Measures

nihito gmbh will implement appropriate technical and organizational measures as described in Appendix 2.

Personal Data Breach Notification

nihito gmbh shall notify the Customer without undue delay after becoming aware of a Personal Data Breach
affecting Customer Personal Data and shall provide reasonable information available to enable the Cus-
tomer to meet its notification obligations under applicable Data Protection Law.

Sub-processing

The Customer authorizes nihito gmbh to engage Sub-processors for the processing of Customer Personal
Data, provided that such Sub-processors are subject to data protection obligations no less protective than
those set out in this DPA.

A current list of Sub-processors is available at: https://www.nihito.io/sub-processors

nihito gmbh may update its Sub-processors from time to time and will make such updates available by updat-
ing the above webpage. Continued use of the Services following such updates constitutes the Customer’s
acknowledgment of the updated Sub-processor list.
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Assistance with Data Protection Obligations

nihito gmbh shall provide reasonable assistance to the Customer to fulfill its legal obligations under GDPR
and DSG, including support with Data Subject Rights, data protection impact assessments, breach notifica-
tion, and responding to Supervisory Authorities.

Audit and Compliance Information

nihito gmbh shall make available to the Customer information reasonably necessary to demonstrate compli-
ance with this DPA. Such information shall primarily be provided in the form of policies, summaries, or other
documentation made available by nihito gmbh.

International Data Transfers and Standard Contractual Clauses

nihito gmbh will not transfer Customer Personal Data outside Switzerland or the EEA except (i) where in-
structed by the Customer, or (ii) where such transfers comply with applicable safeguards under Data Pro-
tection Law.

Where the Customer selects a compute region or service location outside Switzerland or the EEA, such
selection constitutes the Customer’s written instruction to transfer Customer Personal Data to that location.
Such transfers are limited to the data required to provide the selected compute services. Where Customer
Personal Data is transferred outside of Switzerland, the EEA, or the UK, and required by Data Protection Law,
the parties agree that the Standard Contractual Clauses (Controller-to-Processor, Module 2) approved by
the European Commission (Commission Implementing Decision (EU) 2021/914), including any UK or Swiss
addenda, are hereby incorporated by reference and shall apply. For the purposes of the SCCs:

• Customer is the “data exporter” and nihito gmbh is the “data importer”.
• The appendices to the SCCs are found in Appendix 1 and Appendix 2 of this DPA.
• The governing law for Clause 17 shall be Switzerland for Swiss customers, and Ireland for EU customers.
• The competent supervisory authority for Clause 18 shall be the Swiss Federal Data Protection and In-
formation Commissioner (FDPIC) for Swiss customers, and the relevant EU authority for EU customers.

• By entering into this DPA, both parties are deemed to have executed the SCCs as required.

Where transfers involve Sub-processors, nihito gmbh relies on the appropriate safeguards implemented by
those Sub-processors, including Standard Contractual Clauses where applicable. Such transfers are limited
to the data strictly necessary to provide the selected services. nihito gmbh does not systematically transfer
logs, backups, or administrative data outside Switzerland or the EEA unless required to provide the services
selected by the Customer or unless instructed otherwise by the Customer.

Return or Deletion of Data

Upon termination of the Agreement, Customer is responsible for downloading all data before closing the
account. Upon Customer’s written request, nihito gmbh will return Customer Personal Data. Unless continued
storage is explicitly requested, nihito gmbh will delete all remaining Customer Personal Data within 180 days
of contract termination, except where retention is required by law.

Notices

All notices under this DPA shall be sent to: info@nihito.io

Jurisdiction and Governing Law

This DPA is governed by the laws of Switzerland. Jurisdiction is Zurich, Switzerland.

Appendix 1 – Description of Processing

Categories of Data Subjects: Users and paid customers of nihito

Categories of Personal Data: Name, email address, billing and payment data, device and usage data, up-
loaded code, models, tools, datasets, and user-generated content
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Processing Operations: Collection, storage, hosting, computation, support, backup, return/deletion, and as
necessary to fulfill the Agreement and this DPA

Special Categories of Data: None anticipated

Appendix 2 – Security Measures

nihito gmbh maintains an Information Security Program including:

• Up-to-date security policies and standards
• Physical and logical access controls
• Organizational and network security controls
• Access control and authentication
• Virus/malware protection
• Security awareness training
• Sub-processor security diligence
• Disaster recovery and business continuity planning

This DPA is accepted and becomes effective when the Customer registers for or uses the nihito platform,
without the need for physical or electronic signatures by either party.
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